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Provenance tracking with containerized 
pipelines for reproducible research



Outline

1.TVB on EBRAINS Image Processing 
Container Pipeline

2.Making the pipeline more reproducible and 
capturing more provenance with DataLad
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TVB Image Processing Pipeline

magnetic resonance imaging brain network model
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bids/mrtrix3_connectome

TVB Image Processing Pipeline

nipreps/fmriprep thevirtualbrain/tvb-
pipeline-converter
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Upload 
encrypted MRI 

to Drive

Forward 
to HPC

Configure
processing with

GUI

Orchestator performs
de-/encryption & runs
the containers on HPC

Download 
encrypted results

DataLad
commands 
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Our situation

• created protected container pipelines
• manuscript submitted
• reviewer (paraphrased): „Your container pipeline

involves user decisions (e.g. fmriprep parameters). 
iS tHIs rEaLLy rePrOdUcIbLe???“

• DataLad is a thorough solution for this problem
• First steps:
• DataLad Handbook
• exemplary UK Biobank / fmriprep workflows



Modular structure: 
an analysis is a 
superdataset, 

components are 
subdatasets

superdataset

subdatasets

subdatasets

superdataset

.annex

.git

A DataLad dataset is a 
normal folder plus .git 
and .annex



Containerization captures 
software and environment as 

provenance 

Record where you got 
it from, where it is now, 
and what you did to it



Execute the analysis script 
in a computationally 
reproducible manner

only specified output 
files get unlocked

retrieved on demand



Track computations 
performed with containers



datalad (containers)-run 
produces a machine-readable 

provenance record, identified by a 
Git commit hash



• the dataset logs everything that was done, by whom & when
• reset dataset to historic state
• add, remove or revisit individual steps



• rerun recorded computations via commit hash
• helps to reproduce and verify a result (via content 

hash)
• granularity can be freely decided
• recompute: not everything needs to be stored or 

transported



Setting up a reproducible, version-controlled, 
provenance-tracked workflow

Install DataLad

With Miniconda DataLad can be installed with just three commands



Metadata 
extraction

container 
support



For large datasets (e.g. HCP, UK Biobank), 
we create subdataset for each subject 



Re-usable 
container 
pipeline 
dataset



Analysis 
superdataset to 
specify all 
dependencies of 
an analysis







Limitations
• not every feature of DataLad may work „out of the box“
• sometimes customization is required

meanwhile fixed in 
PyBIDS thanks to 
community 
interaction
https://github.com/bids-
standard/pybids/issues/6
31



Summary / take home messages

• The presented workflow is quite complex
• Nevertheless, it boils down to a handful of DataLad commands
• It‘s not difficult to re-combine the commands for different use cases
• Containers capture all software and environment
• DataLad captures how containers are executed including all varying

parts (e.g. ad-hoc configuration, live user input, etc.)
• Enables everyone (e.g. reviewers, trainees) to re-run individual steps

of the workflow on a fine-grained level on another machine with a 
simple command





Questions to the audience

Q1: Was the presentation understandable? 
What was not clear?

Q2: Is this type of large-scale processing
relevant for your project?

Q3: Who in the audience considers using
such a technology?

Q4: Provenance tracking: on a scale from
hand-written lab book to DataLad – where
do you locate yourself?
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§

Controller determines 
alone or jointly with 
others the purposes 
and means of 
processing

“…shall implement 
appropriate technical and 
organisational measures 
to ensure 
and…demonstrate that 
processing is performed in 
accordance with this 
Regulation”

Responsible for 
protecting the 
personal data! 



Data privacy risks

Intercept during transit

Break-in on device

User impersonation

Problem 1: health data shall be secured by 
default

Solution: health data shall be always 
encrypted except during processing

Problem 2: how to secure unencrypted 
data during processing?

Solution: Sandboxes, temporary mount file 
systems, authenticated data containers





Why?

• „Returning to work…later…we had a question: which were the final versions, 
the ones which should go in the article?...It is possible…that we…put the wrong 
version of some figures in the final copy”

• “When he went back to the old software library to try and do it, he couldn’t 
remember how the software worked…he abandoned the project”

• “Unfortunately, from the paper itself he couldn’t figure out what … 
[parameters] … were being used. He spoke the author of the paper, who 
replied: “…we forgot which parameters gave the nice picture you see in the 
published article…and thought it best to leave things vague””

From Buckheit & Donoho, 1995



Why??

• „Data available upon reasonable request“
• „When I run it on my machine it gives me the following error: …“
• "What is the difference between data_version1_edit.csv and

data_version8_new_final.csv?
• „Which value did you set when it asks for input at step 9?“
• „But the code worked when I ran it last month!“
• „Where did this file come from?“



Why? To make error correction easier.

Problem: a method does not work
• is the approach itself incorrect?
• is the approach ok, but the implementation incorrect?
• is the implementation ok, but are the parameters incorrect?
• are the parameters ok, but the interpretation of the results incorrect?

From Buckheit & Donoho, 1995



"An article about computational 
science in a scientific 
publication is not the 
scholarship itself, it is merely 
advertising of the scholarship. 
The actual scholarship is the 
complete software development 
environment and the complete 
set of instructions which 
generated the figures.”

"When we publish articles 
containing figures which were 
generated by computer,
we also publish the complete 
software environment which 
generates the figures. 

From Buckheit & Donoho, 1995



Research data management

• to create, use, publish, share, archive, re-use, destroy
• digital objects
• code / software
• raw data
• processed data
• results
• figures, manuscripts

• in a way that makes these digital assets
• findable
• accessible
• interoperable
• re-usable



https://the-turing-way.netlify.app/reproducible-research/overview/overview-definitions.html



Open Scholarship: what science can learn from 
(open source) software development

• transparency & accessability: everybody can engage 
• version control: unique persistent identifiers for digital objects
• containerization (dependency management): code, data and 

environment in one robust package
• attribution: “commits” for fine-grained tracking of contributions 
• issue tracking: peer-review by everyone and all the time
• unit testing: provenance; from raw data to figure
• continuous integration: consistent deployment of high-quality 

artefacts at all stages of development



Reproducible workflows

• version control datasets 
• data provenance: history of digital objects
• nest datasets in hierarchy of modular units
• organize data with widely-used standards (e.g. BIDS)
• annotate and describe data with metadata and documentation
• automatically update products using continuous integration pipelines
• make the data accessible via web interfaces
• make code and computational environment reproducible with 

software containers (Docker, Singularity) and virtual environments



• “Git for data”
• based on Git and git-annex
• command-line tool for Linux, OS X, Windows
• version control arbitrarily large files
• provenance tracking
• share and obtain data
• reproducible workflows
• domain-agnostic



• DataLad datasets 
• are directories managed by DataLad
• are Git repositories
• can be nested: linked subdirectories
• can be created or installed
• can branch and merge



Local version control
LOCAL VERSION CONTROLLOCAL VERSION CONTROL

Procedurally, version control is easy with DataLad!

 

Advice: 
Save meaningful units of change
A�ach helpful commit messages

datalad create Create empty dataset

datalad save record state of dataset to 
history incl. commit message

datalad 
download-url

obtain web content and record 
origin

datalad status report tracking state


